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Introduction

A Scarcely Considered Battleground

» The term “cyber warfare” is overused and abused

» Espionage, or propaganda, would be a more accurate
description of most computer borne security threats

» But on process control aka SCADA systems, it is a feasible
concept

> Yet such systems are the least considered and the least
well-defended[4]

> In spite of both their ubiquity - some examples

» And the potentially large impact of their failure [6]
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Introduction

A Very Public Threat

» In 2009/10, malware attack discovered against SCADA
systems

» Momentarily focused public attention on the issue

» Known as “Stuxnet”, it targeted systems belonging to
Siemens Ltd

» Possibly a specific site (in Iran?)

» Attributed to various parties
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Introduction

of an Attack

» Probably the best technical analysis of the attack is provided
by Symantec [11]
» Not going to go into detail on this, but will refer to it

» Show a (fairly) accurate model for the attack was developed
in last decade by researchers

» What else was predicted (that hasn't happened yet?)?

» What research is being done to detect and defend against
such attacks?
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Introduction

Outline

>

SCADA systems and security problems

v

Outline of the Stuxnet attack and “predicted” features —
Social engineering

Concealment techniques

Hooking

Signal manipulation

Agent-based (latent, semi-autonomous) control

What else?

Research problems

v
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SCADA Systems and Security Problems

What is a SCADA system?

» SCADA: Supervisory control and data acquisition
» DCS: Distributed Control System

» Geographically distributed computer network used to provide
oversight of a process control system

» Indirect control — sets parameters for production, monitor
output for quality and safety

» Actual control carried out by DCS - control loops consisting
of control units, sensors and actuators
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SCADA Systems and Security Problems

SCADA System Architecture
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Figure: SCADA System Architecture
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SCADA Systems and Security Problems

Distributed Control Architecture - Co
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Figure: Simple Control Loop
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SCADA Systems and Security Problems

Example System - Tennessee Eastman

Figure: More Complex System [5]
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SCADA Systems and Security Problems

Security in SCADA Systems

Previously isolated, esoteric (‘eccentric’) systems

Security concerns were restricted to physical, procedural and
personnel dimensions

Nowadays, such systems can be characterized as COTS, fully
internetworked and fully programmable

» Changes have advantages, but expose the system to attack

>

Systems life expectancy increases exposure to dynamicaly
evolving threats

Industry does not have the cultural or organisational
experience to evolve

Resistant to measures which downgrade performance and/or
reliability

Cyber threat model shifting to long term goals (APT)
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Predicted Features of Stuxnet

Stuxnet Attack Features

>

Professional nature [3]

v

Social engineering [2]
Multiple attack/distribution vectors [13]
Avoiding detection by —

» Appearing normal [2]
» Utilising rootkit techniques [8]

v

v
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Predicted Features of Stuxnet

Predicted Features ctd

» Hooking functionality [1]
» Signal manipulation [10] - cute stuxnet feature!!!
» Agent based attack [9]
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Predicted Features of Stuxnet

Hooking

HARDWARE
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Predicted Features of Stuxnet

Signal Manipulation
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Mtacker Interference

Figure: Attacker Interference in Control Unit

Thomas Richard McEvoy (Almost) 20/20 Foresight



Predicted Features of Stuxnet

Based Attack[9]

» In Dolev Yao model, the attacker has full charge of
commmunication

> In agent based model, the attacker’s ability to communicate is
limited
» The attacker can re-write process functionality

» Subverted processes take on limited decision making and
subversion capabilities

» Model expressed algebraically to permit formal reasoning
about “non interference” in channels and processes
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Predicted Features of Stuxnet

Dolev Yao Model

Adversary := xu + x(u) + T
» Adversary can intercept any message from any concurrent
process e.g

(Alice)xa|(Adversary)x(u)|(Bob)x(u)
» The adversary can delay/drop/read/manipulate the message
by 7
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Predicted Features of Stuxnet

Agent based model

» Adversary defined as before message handling is prioritised
(real time)

(Alice)xai|(Adversary)x(u)|(Bob)x(u)1

» Adversary can rewrite a process A := A+ R + x(m)A’ such
that A :=xu; +x(u) + 74+ Q

» Hence the agent gains an interception and decision making
capability (albeit partial due to network segmentation)
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Other Potential Features

Other Attack Vectors

» Threats may be narrowly perceived as network borne hacking
and malware
» Other entry vectors include —
> wireless interception
OOB modem links
physical access
HF radio guns
Private line taps
Hybrid attacks

vV vy vy VvYy
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Other Potential Features

Other Attack Capabilities

» Internal denial of service

> Inter agent communication

» Use of covert channels

» Interference in network channels - DOS and manipulation
» Updating capabilities

» Interference in other control parameters
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Research Directions

Protocol Based Detection

» Network behavior and protocol usage easier to predict
» This means that anomaly detection is easier to achieve[4]
» However, there are limitations

> Possible to send malicious commands and manipulated signals
using legitimate protocols [15]

» For example, 3 valve problem
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Research Directions

Signal Anomaly Detection

» Another approach is to look for physical signal anomalies [12]
» But there are dangers in applying such techniques naively [14]
» For example, let A and B be two controllers where

f(B) = g(f(A))

» If Ais “unknown” due to signal manipulation then f(B) can
have the “correct” mean and variance, but not be causally
consistent - not enough to use correlation, regression or even
PCA

» Estimation techniques (e.g. particle filters) needed to predict
(f(B)|f(A)) and detect anomalies

» There is also a paucity of models and data for non linear
systems [7]

Thomas Richard McEvoy (Almost) 20/20 Foresight



Research Directions

Hybrid State Estimation in Non Linear Systems

» Challenge: to combine physical and computational state
estimation

» Various approaches - both using formal models and
simulations

» Requires both a realistic control problem with variations in the
control approach and non linearity

» And an accompanying system architecture model which
enables us to reason about the reliability of processes and
communications

» Qur proposed approach makes use of process algebraic
structures

» Formal model incorporating state estimation and reasoning
over channel reliability
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Research Directions

The Goose Which Lays the Golden Egg...

>

Detection is only the starting place

v

Prevention is good when it happens

v

The problem is that recovery is not always possible

» You can't reboot an industrial process

v

So the ultimate goal is dynamic intervention
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Research Directions

Dynamic Intervention
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Thomas Richard McEvoy (Almost) 20/20 Foresight



Conclusions and Questions

Summary

>
>
>
>
>
>

Cyber warfare is meaningful when applied to SCADA systems

Ability to undermine the critical infrastructure of a nation

Or cause major impacts similar in effect to terrorist attacks

SCADA systems not well defended due to history and

Have characteristics which make them hard to defend

Stuxnet was an example of a (almost) fully predictable attack;

explains some criticisms(!)

> There will be more

> Research has concentrated on both protocal and signal
anomaly detection but with limited results

» Future research will need to take on the challenge of hybrid

state estimation and dynamic intervention
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Conclusions and Questions

Questions
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